He nmonagurecs Ha ynoBkH MomennukoB! [Tomunre:

- IPCICTABUTENN  NPABOOXPAHMUTENBHBIX  OPTraHOB, TIOCYAapCTBEHHBIX
opranmsaiii HHUKOI'JIA HE 3BOHSAT na MECCEHI)XEPHI!
(uckmouenus, ecnu Bol camu Oanu ceoii Homep 0N cea3u COMPYOHUKY U 3HAeme
€20 TUYHO).

- HU MOJ KaKMM IIPEAJIOroM He coolmaiite mo TeneoHy MepCoHAIbHBIE
(TacriopTHEIE) NaHHEIE, HOMEpa GAHKOBCKMX KapT MIH OJHOPA30BbIE apoJIy,
npumenmre BaM Ha MOOGWIBHEI TenedoH;

- IPWIOXKEHHE MOOWIIBPHOTO OIEpaTropa MOXHO CKAa4HUBaTh TOJNBKO M3
Mara3suHoB «Google Play», «App Store», «App Gallery», a He ¢ HAIIpaBICHHEIX -
BaMm ccpUIOK Ha caliThl HE3HAKOMBIMH JINIIAMH;

- HUKOTja He 0OpMIIHTE KPEIUTHI 110 Mpockhe I/IJ'BR{Tpe60BaHI/IIO TPEThUX
JIHII; . o
- HC TPOBOAMTE 4Yepe3 OaHKOMATBI, a TAaKKe CHCTEMBI OGaHKOBCKOTO
00CITy)KMBaHHS CETH HHTEPHET, HUKAKHE JICHEKHBIE OMEPAITHH 10 HHCTPYKLSAM,
HOTyYEHHBIM T10 TeJleOHY UITH MECCEHIKEDY.

Ecnu nocmynun comuumenvhwlii 360HOK, HE3aMeONUMENbHO 3a8epuiume
paszzoeop u obpamumecs 8 munuyuro no nomepy «102x.

Haubosnee akTyanbHBIE IPECTYHHEBIE CXEMBL:

> Iloctynaer 3BoHOK B Meccenmkepe (Telegram, Viber), 3BoHuBIIHiIA
IIPEACTABIAETCA:

1. Munuimonepom, ClIeOBaTEIEM (compyoHnuxom opyaux
npasooxpanumenbHbix op2anog), Bac neITawTes yoeauTh:

- POACTBEHHHK, WHOW Onu3kuii 4enoBek, cmpoBoumposan JTIL, mis
M30€3KaHHUs YTOIOBHON OTBETCTBEHHOCTH He00XOAMMO CPOYHO MepeaaTh gepe3
Kypbepa JeHeKHbIe CPEACTBA IIOCTPAIaBIIEMY;

- IOYy4JaCcTBOBATL B ONEPAlHH 1O Pa300JavYeHHI0 NPECTYNHHKOB,
odopMUBIINX KpexuT Ha Bamie ums, 114 gero nepeuncauts Bamu nensru na
«be30macHbI» CYeT, 160 0POPMUTL KPeNuT (013 OUCMAHYUOHHOL nOMOWU
coobuume Bawu nepconanvrble Oannvle, K00 npuumeduiuii Ha meneghon);

2. Cotpynnukom GaHKa, OPEICTABHUTENEM OIEPATOPOB COTOBOW CBS3H,
ZoMamHed TenedoHuM, mpoBaiinepa cetu unTepHeT (PYVII «benmenexomy
u 0.p.), Bac neITaTCa Y6eANTD:

- iepeJaTh (epeYHcInTh) Balm feHLIH IpecTABUTEI0 GaHKA 1T UX
JEeKJIapUPOBaHUA;

- MIEPE3aAKIIOYHTH (oOHOBHTH) JAOrOBOPbI yeayr
(MobunbHOU/cCMayuoHapHoli céa3U, docmyna K cemu uHmepHem u o. p.), nepeiias
N0 HANPABJEHHOH MOLIEHHMKOM CCHLIKE JJIfi YCTAHOBKH NPHJIOKEHHS
(nomHume, 002060pbl HA OKA3AHUS MAKUX YCIY2 KAK NPAGUNO GeCCDOUHbL);

> PexiyiaMa B ceTH HHTEPHET, NpeJIaraloiias BJIO0XKHTh (MCI0JIB30BATh)
Bamn HakomIeHMSl ¢ J0X0JOM Ha «KpaiiHe BBITOAHBIX» YCJIOBHSAX
(unnoeayuonHvie cpedcmea 3apabomka, 3apabomox Ha bupaice, npuobpemenue
KpUnmoe8anomol, 6l10NCEHUS CPEOCMS C NOBbIUEHHOU 00XOOHOCMbIO NO CYemam
U 8K1A0aM).

» IlpnoOpeTenne B ceTH MHTEPHET TOBAPOB IO HeHe HHKE PHIHOYHOM,
B T.Y. llepeYHCiIeHHe MPEIOIIATHI B aipec POJaBLa s ero GpoHH.

» CooOmennsi (pekjaMa, 3BOHOK) 0 BLIMIPHINIE B jlotepee (uHom
posblcpbliua) € YCIIOBHEM, 4TO [UIsi €ro MNOoJyYeHHS] Heo6X0auMo
NpEABAPHUTEILHO NEPEYHCIUTD AeHbIH.

ByabTe OnMTEaBHBI! ITH 3HAHHSA MOMOTYT cniacTH Bamu nennru!




«Kak He cTaTh kepTBo#i B KHGepnpocTpaHCTBE»

CrpemutensHOe  pa3BuTHe  IHGPOBEHIX  TEXHOJOTHIA, nepexoy
K Oe3HaIMYHBEIM pacueTaM 3a MPHOGPETEHHE TOBAPOB H YCIYT, pasmelneHue
B ceTH VIHTepHET MEepCOHANBHBIX NaHHEIX MONb30BaTeNel, CTAMH CleACTBHEM
©XKETOHOTO YBEIMYCHHUS KOJIMYECTBA PETHCTPUPYEMBIX KHOEPIPECTYIICHHH B
2 —2.5 pasa. IIpecTynHEIe IPYIIIE aKTHBHO HCIIONB3YIOT B CBOEH N€ATebHOCTH
HOBEHIIME MOCTHXKEHHS HAyKH M TEXHHKH, NPUMEHSIOT BCEBO3MOXKHEIE
KOMIIBIOTEPHBIE YCTPOWCTBA M- HOBHIE WH()OPMAlMOHHEIE TEXHOJIOTHH IS
COBEpIIICHHS H COKPEITHS IPECTYILICHHIA.

A6comoTHOe GONBIMHCTBO NPECTYIUIEHHH IAHHOTO BHIA COBEpILIECHO B
OTHOLICHUM (PU3MYECKHX JIHMII, 3 OCHOBHEIM CIIOCOGOM €OBEpIICHHS SBISETCS
XWIIEHHE JEHEKHBIX CPEICTB C GaHKOBCKHX CYETOB, XapaKTePH3YIOLIHECS
npeobiaflaHieM MOIICHHHYECKHX JeHCTBHH C UCIIOJIb30BAaHHEM METOJOB
CONHAbHOH HH)KEHEPHH (BUILIKHT), B TOM HCIIE C MCIIONL30BaHUEM Pa3IYHbIX
TOPrOBBIX IUIOIIANOK, B IENAX 3aBlIaJieHHd pEKBU3UTAMH OaHKOBCKHX
IIaTEXHBIX KapT WM JOCTyNla K CHCTEMaM JHCTAHI[MOHHOTO OaHKOBCKOIO
obcmyxuBanus (QHLIIMHT).

B nocrnenHee Bpems 310yMBINIIEHHUKAMH BCe Yallle HCHOMb3YIOTCS HOBBIE
(opMBI U MeTONEI MOIICHHHYECTBA B ceTH WIHTepHeT, Takue Kak NIOJTy4eHHe
AOCTyINa K YYETHEIM 3alHCAM Moib3oBarencli Viber Ha gpyrom ycrpoiictBe
MOCPEACTBOM  TeN€()OHHOrO  pasroBopa WM  (DUIIHHTOBONM  CCBUIKH
C LEIBIO JAJBHEHIIEro COBEpIICHHS MNPOTHBONPABHBIX MESHHM, a TaKke
pasnuvHble DPEKIaMHBIe OOBSABIEHHS B KOTOPHIX IMpeljiaraeTcsi NpPONTH
CTaHJAPTHEIH OIPOC, HANpaBJEHHBIH I/ MOJMyYeHHsS BBHIMTPHIIA, IOCIE
KOTOPOro rpaxkJaHe MepeXOAM/IH Ha IOAAeNbHEIe CTPAaHMILI, BHEIIHE CXOXHE
C OpHTMHAlOM, BBOAWIM KOABI-MOATBEpXAeHHS H3 CMC, pekBH3UTH
GaHKOBCKHMX KapT U JIMIIAIUCH CBOMX IEHEKHBIX CPEJICTB.

Cnpasouno. Buwiunz — Memod HecanKyuoHupoBaHHo20 docmyna K
UHDOPMAYUOHHBIM Pecypcam, OCHOBAHHBINE HA OCOBEHHOCMAX NCUXONO2UU
yenosexa. Quwunz — nonydenue 0oCMyna K KOHQUOEHYUATbHBIM OGHHBIM,
MAKum Kak aopec, menegon, Homepa 6AHKOBCKUX NIAMEICHBIX KAPM, 10ZUHbL U
naponu, nymem ucnons308anus noooenvbHuIX 6e6-cmpanuy.

HecMoTpst Ha NONOXHUTENbHEIE pe3yIbTaThl NPOGHIAKTHYECKON paGoTHL,
Ho-npeXKHeMy HauboJjiee oCTpoit mpoGieMoli sBIfeTCS GeCeYyHoe OTHOLIEHHE
rpaxiaH K coOMmonennio 6a30BEIX NpaBuiia HHOOPMAILHOHHOMN 6e30aCHOCTH.

Heobxomumo mnonumark, 4ro GesomacHocTs B VIHTepHeTe He HMeeT
. BO3PACTHBIX M I€HAEPHBIX OTPaHMYCHHUH, IO3TOMY KaXIBIH MOXKET 3alIUTHTH
cebst oT KubepnpecTymHHKOB He Gyayun skcneproM. Bee, uTo Heo6x0muMo st
obecrieueHns CBOeH 6e30MacHOCTH — 3TO PYKOBOICTBOBATHCS (183011171311
IIpaBHJIAMHU:



1. He noBepsiiiTe no3BoHMBIIEM BaM He3HAKOMBIM JHIAM.

KubepMOIEeHHNKM MOTYT BBHIAaBaTh ce0s 3a KOrO YroiHO, HAIpHMeEp
3a NpeICTaBUTENs CIyXOB Ge30MacHOCTH 6GaHKa WM COTPYIHHKA OPraHOB
BHYTPEHHUX Jel. Kak mpaBuiio, mpeaysoroM i 3BOHKA SIBJIETCS OOHApYKEHHE
" (akTOB HECAaHKIMOHMPOBAHHBIX IEHEXHHIX IEPEBOJOB C GAHKOBCKOTO cyeTa
3a pyOex, KOTOPEIX Ha caMoM Jieie He 65u10. KpoMe TOro, 4acTo MCIob3yeTcs
MOIIIEHHHYeCKast cxema «OTIepaTUBHAA Urpay.
B xome TteneponHoM OGecenbl B NONMYyNSPHBIX MECCEHIDKEPAX JKEPTBE
npe[iaracTCs MPHHATH y4YaCTHE B ONEPAaTUBHOW Hrpe IO H300JHYEHHIO
HeOJIaroHaIeXHOro COTpyAHUKa OaHKa ImyTeM o0popMIENH KPEIUTa, KOTOPKIit
3a4uciisieTcs Ha OaHKOBCkWii cuer. IIpM 3TOM MOTYT HCHONBE30BaThCA
NOAJENBHEIE CITy)KeOHBIE yIOCTOBEpEHUS COTPYJHUKOB OPraHOB BHYTPEHHHX
nein. IIpuBeieHHEBIE BhIIIE MOIIEHHUYECKHE CXEMBI HAIIPABJIEHE! HE HHAYe KaK Ha
XMINEHHE JEHEKHBIX CPEJCTB IO GJIAarOBHIHBIM IPEAIOTOM.

Kak Bel Moxere y3HaTh, yTo Bac nertatorcs 06MaHyTs? CaMslif ipocToit
croco6 — 3T0 mepecTaTh OOIATHCS C HE3HAKOMIIEM H IIEPE3BOHHUTE B CBOH GaHK
W1 B TEPPHUTOPHMAIBHBIA OpraH BHYTpeHHHX Mel. I 3Toro AOCTaTo4YHO
HaOpaTe HOMep TenehOHa KPYIJIOCYTOYHOM CIIyXObl MOANEP)KKH KIMEHTOB
Oanka, yka3aHHBEIH Ha Bameli GaHKOBCKO# IUTaTexxHOM KapTe Wik Homep 102,
H B X0Jie TeJIe(OHHOro pasroBopa NPOSCHAUTH BOSHHUKIIYIO CUTYAIHIO.

3allOMHATE, YTO HH INpPH KaKHX OOCTOATENLCTBAX HENb3s COOOMATh
(mepenaBaTh) pEKBH3MTHI GaHKOBCKHMX IUIATEXKHEIX KapT (HOMEp KapTEl, CPOK
AEUCTBUS, JaHHEIE JIEpXKaTels, TPEX3HAUHEIH KO/ Ha 00paTHOM CTOPOHE KapTHI),
ux ¢ortorpaduu, «IOTHH» H «IApOJb» JOCTYNA K CHCTEME JHUCTAHIMOHHOTO
GankoBcKOro o6¢imyxuBanus «HTepHeT-0aHKMHI» W KOABI AOCTYIA K HEMY B
BuAe SMS-coobumiennii, noctynaomux u3 OaHka. YkazaHHas HHGOpMAIHs
SBISIETCS. KOHQUAECHIMATLHOW M He TMONIEKHT paslAlleHHI0 Jaxe
NpeaCcTaBUTEsIM 6aHKa M COTPYJHHMKAM IPaBOOXPAHHUTENBHBIX opraHos. Eciu
Bel He XOTHTe INONy4aTh 3BOHKH C HE3HAaKOMEIX HOMEpPOB, HAacCTpOHTe
B CBOEM CMapT¢OHE 3aIIUTy OT JMIIHUX 3BOHKOB.

2. besonacno nocemaiite caiitol B cetd MHTEpHET

Ecnim Bel wucnone3yere cHcTeMy AHCTaHIMOHHOTO OGaHKOBCKOTO
obciryxuBanus «HTepHET-6aHKHUHT» [I1 PacuyeToB 3a KOMMYHAJILHEIE YCIIYTH,
ACHEXXHBIX TIEPEBOJIOB, IIPOBEPKH (pakTa 3aUMCIEeHHs HA CUET 3apaboTHOM MIaThl
_(mencwii, mocobuii u T.1.), BaM HEOGXOAUMO YIOCTOBEPHUTHCS B MONIHHHOCTH
Be6-CCBUIKH, MTpeJHA3HAUYSHHOM! /I aBTOpHU3alMi Ha HHTEpHeT-caliTe GaHKa.

Hleno B TOM, 4TO KHOEpMOIIEHHHKH BPEMEHHO pa3MENIAIOT B CETH
WHTepHeT BeO-CCHUIKM, KOTOphIE BEAYT Ha IOAAENbHBIE ((QHIIMHTOBHIE) BeO-
CalThl, BHELIIHE HE OTIMYAIOIIHECS OT OPUTMHAIBHEIX.



3alHCh COLMAIBHOW ceTH MO0 JaHHBIE GaHKOBCKOM IUIATEXKHOM KapThl,
KOTOPEIC B IIOCJIEACTBHH JOCTaHyTCS 3JI0YMBILLIEHHHKY.

3. MICKJII0YHTe BO3MOMKHOCTD Komnpome'raunn PeKBH3HTOB (aHKOBCKHX
IUIATEKHBIX KapT | :

Ha noBepxHOCTE 6aHKOBCKO# IIaTEXHOM KapTH HaHeceHa HH(OpPMAIIHS 0
HOMepe O0aHKOBCKOTO CYeTa, €ro Biajelblle, CPOKe JMEHCTBHS KapTl,
Tpex3HayHbIi kKog (CVV-kox). OTHX JaHHEIX JOCTATOYHO, YTOGHI IIPOH3BOIUTE
TUIATEXKH 32 TOBApHI M YCIYTH B CeTU VIHTepHET. Y TepsuOaHKOBCKOM ILIATEXHOI!
KapThl WM €€ BPEMEHHOe HAaxXOXJEHHe, Jaxe C Ballero cornacus, B
pacnopsDKeHHH I'IOCTOpOHHI/IX J'IHH CO3Jal0T YCJIOBHS AJII KOMIIPOMETAILMH €€
PEKBU3UTOB.

WHorna ObiBaeT Tak, 4T0 GAaHKOBCKYIO IUIATEXHYIO KapTy XpaHAT B
KOILIeJIbKEe BMECTE C ITMH-KOJIOM, 3alIHCaHHBIM Ha ee IIOBEPXHOCTH HITH Ha JIHCTKE
Gymaru. B ciryyae yTpaTHl KOILI€/IbKa B Pe3yJbTaTe yTepH HIIH KPaXKH, JTHIO UM
3aBJIaJICBIIEE IIOMy4YaeT BO3MOXKHOCTE IIOJHOTO JOCTyma K Bamemy
0GaHKOBCKOMY CYETYy.

3amoOMHHTE, YTO HaHECEHHAs Ha MOBEPXHOCTh GAHKOBCKOM ILIATEXHOM
KapThl HMHGOpPMalMs SBIAETCS KOHOUICHIMATLHOM M HE  MIOMLIEXKHT
PasriallicHuio IMOCTOPOHHMM JmnaM. He xpanure Bamry 6ankoBckyro
IJIATEXHYIO KapTy COBMECTHO C ITHH-KOIOM.

«KapauHr» — OOWH M3 paclpOCTPaHEHHHIX BHOB XMILEHHH NEHEKHBIX
CPEACTB IMyTeM MoAu(HKalMH KOMIBIOTEPHON HH()OPMALIMH, HalpaBIIeHHEIH Ha
3aBlIaJlecHHe PEKBU3UTAMH OaHKOBCKHMX ILUIATEXHEIX KAapT ¢ HCIOJIb30BaHHEM
CHEeIHATBHEIX YCTPOKCTB, yCTaHABIHBaeMEIX Ha 6aHKOMAT.

Ilepen ucnonp3oBanreM GaHKOMaTa HEO6XOAMMO YOETUTHCS B TOM, YTO Ha
KapTONPHEMHHKE M KIaBHAType He 3aKpeIUIeHBl IIOCTOPOHHHE YCTPONCTBA.
PexoMeHnyeTcss NpPHKPEIBATh JIAJOHBIO KJIAaBMATYpy NpH BBOJE IHH-KOAA,
YCTaHOBHTh JIHMHTBI Ha MaKCHMalbHEIE CYMMBI OIEpaluii IO CHSATHIO
HaJIMYHBIX, IOAKIIOYUTH CMC-OMOBEIEHHE O IIPOBEACHUH OIIEpalMii 110 Kapre.

4. HHudposas GezonacHocTh B cetd UHTepHET

AKTyalbHOW Yrpo3oif Iuis monb3oBarened ceth WHTepHET SBIIOTCA
KOMIIBIOTEPHBIE BHPYCHl. BUpYCHI npeqHasHaueHBl Ui HapylIeHHs: paGOTEHI
KOMIIBIOTEPa, CKPHITOro cO0pa aHHEIX O NONIb30BaTel e KOMIILIOTEPa, TAKHX KaK
. IMYHBIX JIaHHBIX, MApOJieH, JOKYMEHTOB, ¢oTorpadmii, pa3MeIEHHHIX B
KOMIILIOTEPE, I IOCIEAYIOWIETO BEIMOraTeNbCTBA JMOO [UIs Mepenadu
TPETBUM JIMLIAM, TaK e U1 yAAJICHHOTO YIPaBICHHS KOMIIBIOTEPOM.

He pezko 3apaxennbie ycTpoiicTa 6yzp 9T0 IEpCOHANBHEIH KOMIBIOTED,
IJIaHIIET WK CMapTOH CTAaHOBATCS YacThiO «OOT CETH», IO3BOJISAIOIIEH
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MuTepHeT-baHk

B ciyyae mepexona Ha moxmenbHbIM BeG-caiiT, Bam GymeT mpemnoxeHo
BBECTH IOTMH» U «mapojib» i aBTopu3anuu. Eciu Bel 310 chenaere, To
KHOEpIPECTYNHAKM TOMy4aT AOCTYyn K Bamemy wuHTepHeT-GaHKHHTY, a
HaxoAslIyecs Ha OaHKOBCKOM CUETy JECHEXHEIE CPEeACTBA GYAyT MOXHILNEHHI.
Taxxe Bam He ciieyeT mepexOmuTh MO CCHUIKaM, KOTOpPEIE BHI IOMYYHIH OT
HEHU3BECTHBIX JIIOAEH B CONMAIBHBIX CETSIX WM MecceHmkepax. C 6obioit
AOJiel BEPOATHOCTH, JAHHEBIE CCHUIKH SABJISIOTCS (PUIIHHIOBEIMH.

Jist  6e30macHOro COBEpIIEHHA OHNAWH IUIATeXel peKOMeHIyeTcs
MCIIONIb30BaTh CHNELUAIBHEIE INPUIOKEHHS 1 MOGHIBHBIX YCTpOHCTB
«MoOHIBHBIA GaHKMHI», KOTOpEIe JOCTYIHE Jis cKauuBanus B Google Play
. Market (am1 Android) umu App Store (g iOS).

PacnpocTpaHeHHEIM IPEMepOM (HUILHUHTA SBIISIOTCS BCIUIHIBAIONINE OKHA
0 KaKOM-HHOY /(b BHIMIPHIIIE JEHEKHOM TG0 HHOM (al(hOH, aBTOMOGHIIb H T.1.).
IIpn HaxkaTHy Ha JaHHOE OKHO IOJIb30BATENb IIEPEXOINT MO CCHUIKE, TIE eMy
NpeIaracTCs BBECTH CBOM JIMYHEIE JaHHEIE, JaHHBIE JUIS BXOAA B YYETHYIO



37I0YMBILUICHHHKY BBINONHATH POTHBONIPABHEIE JEHCTBHS C HCIIONb30BAHHEM
PECYPCOB 3apakeHHOIO KOMIIBIOTEDa, KOTOPEIA BXOAWT B CETh TAaKUX XK€
3apaXCHHBIX KOMITBIOTEPOB.

Y Tak, 4TO K€ MOXKET JernaTh BUpyC Ha Bammewm ycrpoiicTse:

- cobMpaTh HHGOPMAIIMIO O MPUBLIYKAX MOTB30BAHHUS CETHIO WnrepHer u
HanboJiee YacTo MocemaeMbIX caiTax;

- 3alIOMMHATh HXXATHs KJIABHUII Ha KJIaBHAType, 3allUCHIBATh CKPHHILIOTHI
3KpaHa ¥ OTIPABJIATh HH(YOPMAIIHIO CO3AATENIO BUPYCa;

- HECAaHKLIMOHUPOBAHHO H YIAJIEHHO YIPABJIATh KOMITBIOTEPOM;

- YCTaHaBJIMBATh HA KOMIIBIOTED AOTIONHUTENBHES IPOTPaMMBI;

- U3MCHATD NIapaMeTPEI ONIEPALAOHHON CHCTEMEI,

- IEPEHANPABIIATh Ha CAlTEL, KOTOPHIE 3apaXKeHEH] JPYTMMHU BUPYCaMH.

3apasuTh yCTPOMCTBO BHDYCOM MOXHO Yepe3 HEIUIEH3HOHHOE

(upaTcKoe) nporpaMMHOe o6GecrieyeHHe NPH €ro YCTaHOBKE B ONEPAlHOHHYIO
CHCTEMY, IIPH NOCEIIEHHH COMHHUTEBLHEIX HTEpHET-pecypcoB U CKaYMBaHUH
ONpPENETICHHOIO0 © KOHTEHTa, IPH OTKPHITHH - JOKYMEHTOB, BJIOXCHHEIX B
BJICKTPOHHBIE MHCHhMa, a TaKXKe IPH MEpPeXonde IO CCHUIKE Il CKAauHMBaHHS,
KOTOpas yKa3aHa B JIEKTPOHHOM IIHCHME.

YcTaHOBUTe aHTHBHpYC Ha BCe ycrpoiicTsa. IIpemocTaBeTe SKCIepTam
BO3MOXKHOCTb  3a00THTBCS 0 GesomacHoctd Bamero kommeioTepa i
cMapT¢hOHa, MO3BOJIAA AHTHBHPYCHOH IMPOrpaMMe IPHCMATPHBATH 32 HAMH H
3alMImaTh Baiy ycTpoiicTBa OT BpeIOHOCHBIX IPOrpaMM. AHTHBHPYC OMOJKET
obecreyuTs 6e30MacHOCTh NPU COBEPLICHWH OHJIAMH-TIOKYIIOK M IO3BOJIMT Bam
He 6ECTIOKOUTRCS IIPU MPOCMOTpE Be6G-CaliTOB.

BynsTe OCTOPOXHEI ¢ 3arpy3koii BiaoxeHuit. Eciu Brl mo 3JIEKTPOHHOM
[OYTe TOJYYHIIM OT HEH3BECTHOIO 4YEJOBEKa MHCHMO C BIIOXKEHHAMH (Kak
MPaBHIIO, 3TO (aiIbl C PACIIMPEHHIMH .Zip, .1ar, .€Xe, JOKyMeHT, Meaua haisl
Hast (ortorpadus), HMKOTZa He OTKphIBaliTe MX (He ckaumBaiite). Takue
BIIOXKEHHsS] MOIYT COJAEPXKaTh BPEAOHOCHEIE IIPOIPaMMEI, KOTOPHIE MOTYT
HHHIHpoBaTh Bam kommeoTep.

He ucnonesyiite oamHakoBBle maponu Ijisi BceX akkayHTOB. Eciu Boi
XOTUTE 3apETHCTPHPOBATBCS HA HAJEKHOM M BHYMIAIOIIEM IOBEpHE caiiTe,
00s13aTeNIbHO HCIIONB3YHTe MapoJib, KOTOPHIil CoueTaeT B cebe OyKBBI, TU(PEI U
cuMBoJBl. Hukorna He WMCnonb3yiiTe OZMHAKOBEIM Mapoih IS Bcex Bammx
aKKayHTOB U PETyJIpHO MeHsMTe ux. Kpome Toro, He oTnpasisiite Bam naposns
APYTUM JIIOIAM M HE OCTABJISIATE €ro 3alMCaHHEIM Tae-ITu60.

S. besonacHocThb AeTeii B cerd MATEpHET

BceM u3BecTHO, 4TO CeTh HHTepHeT npenocTaBigeT NETAM HE TOJBKO
MHOJKECTBO ITOJIE3HOH HHPOpPMAIHH H BBIOOp pa3BiieYeHMM, HO U TauT Maccy



yTpO3, KOTOPEIE MOTYT MOBJIUATH KaK Ha MaTepUajIbHOE COCTOSIHME CEMbH, TaK U
Ha IICMXOJIOTHYECKOe 3[0POBBE AETeH.

Ha Tekymuii MOMEHT BO3pacT MHTEPHET-NIONB30BATENS CHH3MICS
HaCTOJIBKO, YTO MOPOH NATHIETHHE MAIBIIHA 0OPaIIalOTCS ¢ KOMIBIOTEPOM H
MOOHIIBHBIMH yCTpO#CTBaMH Golee OBKO, ueM B3pocisie. [owck UTp B CETH
WHnrepHer, enaHue TOCMOTPETs (GUILM HIM MYTbTOWIBM, [0 HE3HAHMIO
pebeHka, a To u 61aroaps HaBSI34MBOM peKIaMe, MOTYT IIPHBECTH K [OMAAHHIO
Ha Ca#TEI, CoJiepXKallye 3apeleHHbI KOHTEHT.

HeraTvBHEIM /141 I€Teli B MHTEPHET-IIPOCTPAHCTBE TAKKE SBJISIOTCS:

- KHOepOYJUIMHT HITH TPOJUIMHT — TPaBIIs TOJTE30A3TEIIA Yepe3 BCe KaHaIb
CETEBOro OOIIEHUS: COLUMATLHEIE CETH, GOPyMBI, 4aThl, MeCCEHKePEl. Moxer
IPUHAMATE pasHble (QOPMBI: OCKOpPOJIEHHS uepe3 JWYHEIE coobmIeHus,

MyONMKalKs. ¥ paclpoCTpaHeHHe KOHGHICHIMAIBHON, IPOBOKALMOHHON

uHpoOpMamK o sxepTse. IIPOBOAWTL TpaBMO MOTYT KaK OJHOKIACCHHKH,
HHTEPHET-APY3bs U T.A., TAK U COBEPIIEHHO IIOCTOPOHHHUE JTIOIH.

- HHbOpMalKs, paclpoCTpaHseMas B 3aKpPHLITEIX IPYINax COLHATbHEIX
CeTeH, NMPOBOLHUPYIOIIHUX JIeTell Ha CYHITH, HIPHl HAa BEDKMBAHHE» MM CHIPHL
Ha BBIMHDaHHE», OPraHH30BaHHbIE CO3JATE/IMH TaK HA3HIBAEMEIX «TPYIII
cmepTi» (rpynnbl «Cunuit kut», «Beru uim ymMmpu» o T.1.).

- HE3HaKOMIIBI B COLMANBHEIX CETSX, 32 KXKIBIM U3 KOTOPEIX MOJKET CTOSTh
KTO yTOIHO.

PacmpocTpaneHHEIM croco6oM ofecneueHuss Ge30macHOCTH nerelf B
KHOepIPOCTPAHCTBE SBIACTCA HCIONB30BAaHHE IIPOTPAMM  DOJHUTENHCKOTO
KOHTPOJIS, BKIIIOYAIONIMX B Ce0s1 CTaHAApTHEIN Ha6op QYHKIHMIL, 2 IMEHHO:

- 02paHuYeHue 6peMeHu HaxodcoeHus pebenka 6 cemu;

- O2panuveHue 8peMeHuU NoNb306aHUA KOMNbIOMEPOM;

- 603MOJICHOCMb CO30aHUA 2padurka ¢ OONYCIMUMBIMU  YACAMU
pabomuvl 6 meuenue Ons;

- 6nokupoexa caiimoe c 3anpeweHHLIM KOHMEHMOM — co30aHue
«YEPHBIX)» CNUCKOB HA OCHOGe 6A3 OAHHBIX AHMUEUPYCHOZ0 NPOU3BOOUMENS NO
Kame20pusm (HapKOMuKu, coyuanbHvie cemu u m.0.) u co30aHue «benvix
CRUCKO8» pooumenem,

- OZpaHWieHue Ha 3anycK NPUNOJiCenutl (Hanpumep, uzp) u YCManHoeKy
HOBbIX NPOZPaAMM.

IIporpaMMBbl pOIHTENBCKOTO KOHTPOJIS AOCTYMHEI M CKAYMBAHHA HA
obuIMANEHEIX caiiTax, B Google Play Market (s Android) nm1 App Store (s
i0S). "

6. Pexomenaanuu no GesomacHoMy Hcnoab3oBanmio cern MHTepHeT.

Jlns 3aKpeIuIeHns B NaMATH NOJTy4eHHBIX Bamu 3HaHui, nanee xpartko
MpUBE/ICHbI PEKOMEHJALNH 110 6€30MacHOMY HCIIONIb30BAHHUIO CETH MIHTEpHeT:



- AJIs BRIXONa B CeTh MIHTepHeT ucmonk3yiTe yCTpoicTBa, HAa KOTOPHIX
YCTaHOBJIEHO aHTHBHPYCHOE NPOrpaMMHO€E 06ECIIEYEHHE,

- HCIOJb3yHTEe ONEpPAlMOHHYI0 CHCTEMY C YCTaHOBJEHHBIMH
OOHOBIEHUAMHU 6€30M1aCHOCTH;

- [IpH UCTIOIb30BaHUH U3BECTHEIX BaM caiiToB, oOpamalite BHUMaHKe Ha
MX BHEITHHH BHA: BO3MOXHO BEI 3a11ii Ha noJieIbHYIO ero KOmuio;

- He HCTIOJIB3YHTe OIMHAKOBEIE JIOTMHE U TIAPOJTH Ha PA3/IMYHbIX CaTax;

- HE MCIOB3yHTE CIIMIIKOM JIETKHE HapoJH, IUGO Te, 0 KOTOPEIX MOYKHO
JIETKO JOTrafaThCs, | |

- TI0 BO3MOXHOCTH HCIOJB3yHTe NBYX(DaKTOPRYIO ayTeHTHU(HKALMIO,
KOTJa KpOMe BBOJa JIOTMHA M NApoJIs HE06XOAUMO BBOIHTD BPEMEHHBIH KO/,
OTNPaBJIIeMBI# OOBIYHO Ha MOGHJIBHEIN TelepoH B BAne SMS-coobmeHns
nubo push-ysegomnenus; |

- OCTeperadTech HEOXMAAHHBIX MIH HEOORYHBIX 3JIEKTPOHHBIX
Coo0IIeHNH, faxe €CIH BaM 3HAKOM OTIHPABHTENb, HUKOTAA HE OTKpHIBaiiTe
BJIOXKCHHS U HE IIEPEXOJHUTE IO CCHIJIKAM B TAKHX COOOIEHHSX;

- TpH TMOCTYyIUICHHH COOOWIEHHMH OT 3HAaKOMBIX, COJEpPXKAIIHX
noOyXIeHHe K OCYIECTBICHHIO (GMHAHCOBHIX TPaH3aKLUHMH JH60 nepenave
(DUHAHCOBBIX PEKBH3HTOB, O6S3aTeNBHO HEOGXOAMMO MPOBEPHTH JaHHYIO
MH(OPMALHMIO C HCIIOIB30BaHUEM JPYTHX KAHAJIOB CBSI3M;

- ecmu Bel He Hemonb3yeTe GaHKOBCKYIO IUIATEXHYIO KapTOUKy Ui
ocymecTBieHns HMHTepHeT-marexxedf, oOpaTuTech B GaHK IS YCTaHOBKH
COOTBETCTBYIOIIUX OrPaHUYCHHI AJI1 KapTHI;

- IpH oOcCymecTBIeHHH MHTepHeT-maTexeil 10 BO3MOXHOCTH
HCHONB3YHTe TEXHOJIOTHH OOeCleYeHUsl NONMOJHUTENBHON 6e30MacCHOCTH
nnaTexel, Takue kak 3-D Secure st MeXTyHAPOIHBIX IUIATEXHBIX CHCTEM

Visa u MasterCard unu UnTepHeT mapons mus IUIATEXHOH CHCTEMEI
BEJIKAPT.

Ynpas.ieHue 0 NIPOTHBOAEHCTBHIO KAGEPIPECTYIHOCTH
KpPUMHHANbHOH MuHmmuH YB/] Munckoro o6ancnoaxoma



